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Plan for This Topic
• Example 1: Israeli ID check digit code

• Example 2: “card magic” (2 dimensional parity bit)

• Basic notions and mathematical formulation

• The binary symmetric channel

• Hamming distance

• Closest codeword decoding

• The geometry of codes - spheres around codewords

• Example 3: repetition code

• Example 4: parity bit code 

• Relation between code parameters

• Example 5: Hamming (7, 4, 3) code2



Communication (reminder)
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Three Basic Challenges in Communication 
(reminder)
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Three Basic Challenges in Communication 
(reminder)
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Reliable Communication over Unreliable Channels
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The Check Digit of an Israeli ID Number, in Python
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The Check Digit of an Israeli ID Number, in Python
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• By adding the check digit to the number (computed from the 
other digits) we introduce redundancy, which makes it 
possible to identify an incorrect id’s (when given the full id, 
including the check digit).



Properties of the ID Check Digit Code

• Error Detection:
• The ID number code is capable of detecting any single digit Error

• It cannot detect some combinations of two-digit errors

• Error Correction:
• The ID number code cannot correct even a single error. If an error was 

detected the ID has to be transmitted again

• An interesting property of the Israeli check digit mechanism is 
that it is also capable of detecting all but one transpositions of 
adjacent digits (there is one exception - find it!). This turns 
out a relatively common error
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The Card Magic Trick
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(Source: Computer Science Unplugged.)

http://www.csunplugged.org.il/

http://www.csunplugged.org.il/


The 2D Card Trick - Explanation
• After the 5 by 5 cards are placed, we add the 6th column in a 

way that ensures that each row has an even number of 
colored cards.

• The 6th row is added so that each column has an even 
number of colored cards.

• When a single card is flipped, there is exactly one row with an 
odd number of colored cards, and exactly one column with an 
odd number of colored cards.

• So the flipped card is in the intersection of these row and 
column.
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Properties of the “Card Magic” Code

• The 2D cards magic code guarantees correction of any single 
bit error (but 2 or more bit errors canot be corrected).

• The 2D cards code guarantees detection of any combination 
of up to 3 bits errors.
• It can detect most combination of 4 bit errors, but not all (errors in 4 

corners of a “rectangle” look like a legal matrix).
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Claude Shannon, the Father of Information Theory

(text from Wikipedia)
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The Shannon-Weaver Model of Communication (1949)

• Sender wants to send message to receiver, but the channel is noisy: the 
transmission may change

• So sender passes original message through an encoder, which typically 
produces a longer signal with some redundancy (e.g., check digit)

• The (possibly altered) signal reaches the recipient’s decoder, which 
translates (decodes) the signal it back to a message, or notifies this is 
impossible

• Goal: Prob(original message = decoded message) ≈ 1
14



Detecting vs. Correcting Errors
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• The receiver gets the signal (with zero or more bits flipped) and applies 
the decoding function.

• Error correcting: The receiver restores (decodes) the original message, 
even if there were errors in the transmission.

• Error detecting: The receiver can state that the signal received is 
erroneous (contains some errors), but does not know how to fix them, and 
asks for resending the signal.

• Note: the receiver may never know if her decoding is successful. She can 
only maximize the probability for a successful decoding, by choosing the 
most likely interpretation of the signal she received. 



The Shannon-Weaver Model of Communication (cont.)

• Simplifying assumptions: 

• The original message is a fixed length block of bits. 

• Bits do not appear nor disappear. 

• Only possible errors: bits may get altered (reversed)

• Assume a binary symmetric channel of communication (next)
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The Binary Symmetric Channel (BSC)

• A convenient, simplified model for the noisy communication channel:

• Prob(1→0) = Prob(0 → 1) = 𝑝

• Error probability (of any single bit) satisfies 𝑝 < ½

• Errors on different subsets of bits are mutually independent.

• Model is over simplified, yet very useful in practice.
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Hamming Distance



20

Hamming Distance in Python



Closest Codeword Decoding - Definitions
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2𝑘 possible 
binary 

messages of 
length 𝑘

2𝑛 possible binary 
transmissions of length 𝑛

2𝑘 possible 
codewords

𝐶 = 𝐼𝑚𝑎𝑔𝑒(𝐸)

𝐸: 0,1 𝑘 → 0,1 𝑛



Closest Codeword Decoding - Definitions
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Closest Codeword Decoding: Example
• In the card magic code, suppose we receive the following string over 

0, 1 36, depicted pictorially as the 6-by-6 black and white matrix on the 
left. There is a single codeword at distance 1 from this string, depicted 
to the right.
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• There is no codeword at distance 2 from this string (why?).

• There are many codewords at distance 3. Some of those are shown 
below:

𝑡 (transmission) 𝑦 (decoding of 𝑡)

Δ = 1

Δ = 3



Closest Codeword Decoding: Example 2
• Now suppose we receive the following string over 0, 1 36, 

depicted pictorially as the 6-by-6 black and white matrix.
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• There is no codeword at distance 1 from this string (why?). There 
are exactly two codewords that are at distance 2 from this string. 
They are shown below. In such situation, closest codeword 
decoding announces an error.



Minimum Hamming Distance of Codes: Definition
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Hamming Distances in the 2D Card Code
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Back to the ID Check Digit Code
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• Although the ID check digit code is defined over decimal digits (not 

binary), the same logic we have just learned still holds:

• The minimum distance of the ID code is 2.

• Therefore, ID code is capable of detecting any single digit error.

• But single digit error cannot be corrected, because there are two 

codewords at Hamming distance 1 from it.

• There are combinations of two digit errors it cannot detect.



An Important Geometric Property
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Detecting up to 𝑑 − 1 Errors
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Proposition:
Suppose 𝑑 = Δ(𝐶) is the minimum distance of a code 𝐶.
Then this code is capable of detecting up to 𝑑 − 1 errors.

Proof Idea: 
Let 𝑡 ∈ 𝐶 ⊂ 0,1 𝑛 be a transmitted codeword. 
Suppose it experienced 𝑟 errors. In other words, 𝑡 was sent, and 𝑡′ was 
received, where Δ 𝑡, 𝑡′ = 𝑟.

Suppose 𝑟 ≤ 𝑑 − 1.
The minimum distance of this code is 𝑑. Therefore, 𝑡′ cannot be a 
codeword. The receiving side can detect this fact.



Correcting up to 
𝑑−1

2
Errors
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Proposition:
Suppose 𝑑 = Δ(𝐶) is the minimum distance of a code 𝐶.

Then this code is capable of correcting up to 
𝑑−1

2
errors.

Proof Idea: 
Let 𝑡 ∈ 𝐶 ⊂ 0,1 𝑛 be a transmitted codeword. 
Suppose it experienced 𝑟 errors. In other words, 𝑡 was sent, and 𝑡′ was 
received, where Δ 𝑡, 𝑡′ = 𝑟.

Suppose 𝑟 ≤
𝑑−1

2
.

The minimum distance of this code is 𝑑. Therefore, 𝑡′ cannot be within a 

distance of 
𝑑−1

2
from another codeword 𝑦 (if it were, then by the 

triangle inequality, the distance between the codewords 𝑡 and 𝑦 would 

be at most 
𝑑−1

2
+

𝑑−1

2
= 𝑑 − 1 < 𝑑). 

Therefore, the closest codeword to 𝑡′ is 𝑡, the original transmission. The 
receiving side can thus decode 𝑡′ correctly.



Detection and Correction: Formal Definitions
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Minimum Distance of Codes
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Comic Relief *

אני מזמין אתכם לשלוח לי הצעות לתמונות שיופיעו על שקפים אלו לאורך הסמסטר* 

,  "בפייתוןצעדים ראשונים במדעי המחשב ותכנות "בקורס המקוון 5מתוך שיעור •

.שמיועד למי שרוצים לקבל הצצה ראשונית לעולם מדעי המחשב

/https://campus.gov.il/course/course-v1-tau-acd_tau_cs101x: קישור לקורס•

https://youtu.be/oINK0dzEcQY

https://campus.gov.il/course/course-v1-tau-acd_tau_cs101x/
https://youtu.be/oINK0dzEcQY


Additional Detection/Correction Codes
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• Repetition code
• Parity bit code
• Hamming (7, 4, 3) code 



Repetition Code
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• Suppose Alice wants to send a message to Bob.
• She repeats each bit 3 times.

• Encoding:   message → transmission (codeword)
0                  000
1                   111

• Remark: Errors may occur in any of the bits – there is no difference 
between the “original” bit and the copies.

• What are 𝑘, 𝑛, 𝑑 in this code? How many codewords?



Repetition Code
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• What are 𝑘, 𝑛, 𝑑 in this code? How many codewords?
• 𝑘 = 1, 𝑛 = 3, 𝑑 = 3
• There are only 2 codewords (a subset of 0,1 3)

• This code guarantees the detection of up to 𝑑 − 1 = 2 errors

• This code guarantees the correction of up to 
𝑑−1

2
= 1 error

• Geometric interpretation:



Decoding Repetition Codes
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• Correction decoder:

• In case of 2 errors or more, the decoding will be incorrect (but the 
decoder will not be aware of this). 

• Detection decoder:

• Both decodings can be implemented using a simple dictionary.
• The size of the dictionary is 2𝑛 = 23 = 8, which is reasonable. But normally 

we’d like to decode more efficiently (recall the 236 possible card matrices)  
• In this case we can simply compute a majority function

Signal 000 001 010 100 011 101 110 111

Decoding 0 0 0 0 1 1 1 1

Signal 000 001 010 100 011 101 110 111

Decoding 0 error error error error error error 1



Parity Bit Code
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Parity Check Codes: Encoding
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Decoding Parity Check Codes
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• Decoding rule: If the received signal is one of the four codewords, decoded 
message is the original message encoded by this codeword. Otherwise, 
return error.

• In this simple example too, a full decoding dictionary of size 8 is possible. 
But how could we avoid it?



Geometric Interpretation of Parity Bit Code
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Codes Used in RAID (for reference only)
• RAID (an acronym for redundant array of independent disks) is a storage technology that 

combines multiple disk drive components into a logical unit. Data is distributed across the 
drives in one of several ways called "RAID levels", depending on what level of redundancy and 
performance (via parallel communication) is required (text from Wikipedia).

• RAID architectures are also concerned with errors, of course. A relatively frequent error is that 
one out of 𝑛 + 1 disks crashes. Notice that in such a case we know which is the crashed disk. 
In our notation, this corresponds to a signal with 𝑛 + 1 bits, one of which is missing. An easy 
generalization of our parity check code can be employed to recover the crashed bit (disk).

• Remark: Different error protection schemes are used in various RAID architectures.
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https://he.wikipedia.org/wiki/RAID

https://he.wikipedia.org/wiki/RAID


Relation Between 𝑘,𝑛,𝑑
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• The repetition code we saw is hardly ever used − it expands 
messages threefold!  (𝑛 = 3𝑘)

• The parity check code is in use (it merely adds 1 bit, so 𝑛 = 𝑘 + 1), 
but it cannot correct even one error (𝑑 = 2).

• Given 𝑘 (length of message), we wish to:

• Maximize 𝑑 – codewords are “far apart”

• Minimize 𝑛 – codewords are “short”

• Intuitively, contradictory goals

• Provably as well (next)



𝑑 ≤ 𝑛 − 𝑘 + 1

• Write down all 2𝑘 codewords in 𝐶

• They each differ in at least 𝑑 coordinates

• Erase the first 𝑑 − 1 coordinates

• All words still differ (why?)

• New words have length 𝑛 − (𝑑 − 1)

• At most 2𝑛−(𝑑−1) such words

• 2𝑘 ≤ 2𝑛−𝑑+1 (why?)

• In other words: 𝑑 ≤ 𝑛 − 𝑘 + 1

𝐶1

𝐶2

…

…

𝐶2𝑘

𝒅 − 𝟏

𝒏 − (𝒅 − 𝟏)



The Hamming (7, 4, 3) Code
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More generally, for any natural 𝑡 there is a (2𝑡 − 1, 2𝑡 − 𝑡 − 1, 3)

Hamming code 



The Hamming (7, 4, 3) Code
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The Hamming (7, 4, 3) Code Visualized
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Hamming Encoding in Python
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Distance of Hamming (7, 4, 3) Code
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Closest Codeword Decoding of Hamming (7, 4, 3)
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Decoding a Single Error

• Suppose that a single error has occurred

• So the decoder knows which bit was flipped and can fix the (single) error!

• In fact, the error is at location 𝑏 = 𝑏4𝑏2𝑏1 where 𝑏𝑖 = 1 if 𝑥𝑖 is illegal

and 𝑏𝑖 = 0 otherwise!

• What if more than one error occurred?
52

Parity bits that look illegalFlipped bit

𝑥1𝑥1

𝑥2𝑥2

𝑥1, 𝑥2𝑥3

𝑥4𝑥4

𝑥1, 𝑥4𝑥5

𝑥2, 𝑥4𝑥6

𝑥1, 𝑥2, 𝑥4𝑥7



Hamming Decoding in Python
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