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Lecture 9: Highlights

• Trial division and its computational complexity.

• Efficient modular exponentiation (a very brief reminder).

• Fermat’s little theorem.

• Randomized primality testing.

2 / 38



Lecture 10: Plan

• Randomized primality testing, recapping.

• Clarification: computational complexity wrt integer inputs.

• Cryptography: Secure communication over insecure
communication lines.

• The discrete logarithm problem.

• One-way functions.

• Diffie-Hellman scheme for secret key exchange.
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Testing Primality/Compositeness (reminder)

• Now that we know there are heaps of primes, we would like to
efficiently test if a given integer is prime.

• Given an n bits integer m, 2n−1 ≤ m < 2n, we want to
determine if m is composite.
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Testing Primality/Compositeness (reminder)

Basic Idea [Solovay-Strassen, 1977]: To show that m is composite,
enough to find evidence that m does not behave like a prime.
Such evidence need not include any prime factor of m.
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Fermat’s Little Theorem

Let p be a prime number, and a any integer in the range
1 ≤ a ≤ p− 1.

Then ap−1 = 1 (mod p).
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Fermat’s Little Theorem, Applied to Primality

By Fermat’s little theorem, if p is a prime and a is in the range
1 ≤ a ≤ p− 1, then ap−1 = 1 (mod p).

Suppose that we are given an integer, m, and for some a in in the
range 2 ≤ a ≤ m− 1, am−1 6= 1 (mod m).

Such an a supplies a concrete evidence that m is composite (but says
nothing about m’s factorization).
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Randomized Primality Testing (reminder)

• The input is an integer m with n bits (namely 2n−1 < m < 2n)

• Repeat 100 times
I Pick a in the range 1 ≤ a ≤ m− 1 at random and independently.
I Check if a is a witness (am−1 6= 1 mod m)

(Fermat test for a,m).

• If one or more a is a witness, output “m is composite”.

• If no witness found, output “m is prime”.

Remark: This idea, which we term the Fermat primality test, is based
upon seminal works of Solovay and Strassen in 1977, and Miller and
Rabin, in 1980.
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Properties of Fermat Primality Testing

• Randomized: uses coin flips to pick the a’s.

• Run time is polynomial in n, the length of m.

• If m is prime, the algorithm always outputs “m is prime”.

• If m is composite, the algorithm may err and outputs “m is
prime”.

• So the algorithm may introduce a one sided error
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Properties of Fermat Primality Testing, cont.

• Miller-Rabin showed that if m is composite, then at least 3/4 of
all a ∈ {1, . . . ,m− 1} are witnesses.

• To err, all random choices of a’s should yield non-witnesses.
Therefore,

Probability of error <

(
1

4

)100

≪ 1 .

• Note: With much higher probability the roof will collapse over
your heads as you read this line, an atomic bomb will go off
within a 1000 miles radius (maybe not such a great example in
November 2011), etc., etc.
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Primality Testing: Modified Python Code

If its input is composite, this code reveals if compositess was
discovered by the small sieve (the input is divisible by a prime smaller
than 30), or how many random witnesses were used.

import random # random numbers package

def is_prime(m):

""" probabilistic test for m’s compositeness

adds a trivial sieve to quickly eliminate divisibility

by small primes. Prints number of witnesses. """

for prime in [2,3,5,7,11,13,17,19,23,29]:

if m % prime == 0:

print("discarded by sieve")

return None

for i in range (0 ,100):

a = random.randint(1,m-1) # a random integer in [1..m-1]

if pow(a,m-1,m) != 1:

print("no. attempts till compositeness proof =",i+1)

return None

return True # True means m is prime
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Running the Modified Code
Let us now run this code on some fairly large numbers:
>>> for i in range (19):

m=random.randint (2**10000 ,2**10001 -1) # 10001 bit numbers

is_prime(m)

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

no. attempts till compositeness proof = 1

discarded by sieve

discarded by sieve

discarded by sieve

discarded by sieve

Most composites are (naturally) sieved out.
Most others are determined by just one random witness! (Finding
one that requires more witnesses will take some effort.)
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Finding Random Primes: Time Analysis (reference only)

We saw that verifying primality of an n bit number takes O(n3) steps
(bit operations).

By the prime number theorem, about 1/n of all n bit number are
primes.

So how much work will it be if we pick an n bit integer at random
until we hit a prime?

We have O(n3) steps for O(n) numbers, yielding O(n4) overall.

If, say, n = 210 = 1024, n4 = 240. There is no way my old MacBook,
or the class’ PC, would perform that many steps to find a random
1024 bit prime.
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Finding Random Primes: Time Analysis (reference only)

If, say, n = 210 = 1024, n4 = 240. There is no way my old MacBook,
or the class’ PC, would perform that many steps to find a random
1024 bit prime.

Turns out a faster multiplication algorithm, invented by Anatolii
Alexeevitch Karatsuba in 1960 and published in 1962∗, is being used.
It multiplies two 210 nbit numbers using 310 = 59, 049 steps instead
of the

(
210

)2
= 1, 048, 576 steps of the näıve algorithm. We will

discuss this in class, using the board.

∗source of these dates: Wikipedia.
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And Now For Something Completely Different:
Computation Complexity for Integer Inputs
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Computation Complexity for Integer Inputs: Clarification

• We measure running time (or computational complexity) as a
function of the input length.

• Input length is the number of bits in the representation of the
input in the computer.

• In the computer, integers are represented in binary, and certainly
not in unary.

• The number of bits in the representation of the positive integer
M is not M .

• The number of bits in the representation of the positive integer
M is blog2(M)c+ 1.

• For example, the representations of both 10 and 15 are
blog2(10)c+ 1 = blog2(15)c+ 1 = 3 + 1 = 4 bits long.
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Computation Complexity for Integer Inputs, cont.

• We measure running time (or computational complexity) as a
function of the input length.

• Suppose the positive integer M is n bits long.

• And we designed an algorithm whose running time is
√
M .

• Is this a polynomial time algorithm?
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Computation Complexity for Integer Inputs, cont.

• We measure running time (or computational complexity) as a
function of the input length.

• Suppose the positive integer M is n bits long.

• And we designed an algorithm whose running time is
√
M .

• Is this a polynomial time algorithm?

• No!, no!, and no!

• M is n bits long means 2n−1 ≤M ≤ 2n − 1.

• So 2(n−1)/2 ≤
√
M .

• 2(n−1)/2 is exponential in the input length, n. It is not
polynomial in n.
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And Now For Something Completely Different: Encryption

taken at Nakhal Zered (Wadi Hissa), Jordan, May 2010 19 / 38



Encryption: Basic Model
Let us welcome the two major players in this field, Alice and Bob
(audience applauds and whisles).

1. Two parties – Alice and Bob.

2. Reliable communication line.

3. Encryption algorithm, E.

4. Decryption algorithm, D.

5. Shared, secret key: kA,B (used both for encryption and
decryption).

6. Goal: send a message m confidentially.
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Adversarial Model: Passive Eavesdropper
Enters our third major player, Eve (claps again!).

I Eve attempts to discover information about m

I Eve knows the algorithms E,D

I Eve knows the message space

I Eve has intercepted EkA,B
(m)

I Eve does not know kA,B
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Additional Definitions (to complete the picture)

I Plaintext – the message prior to encryption (“attack at dawn”,
“sell MSFT at 57.5”)

I Ciphertext – the message after encryption (“=∂Æ⊥ξεβΞΩΨÅ”,
“jhhfo hjklvhgbljhg”)
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Classical, Symmetric Ciphers

• Alice and Bob share the same secret key, kA,B.

• kA,B must be secretly generated and exchanged prior to using
the insecure channel.

Major question, esp. at the internet era: How can Alice and Bob
secretly generate and exchange kA,B if they have never physically
met, they live on antipodal sides of the globe, and all communication
lines are subject to eavesdropping?
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New Directions in Cryptography (1976)
“We stand today on the brink of a revolution in cryptography. The
development of cheap digital hardware has freed it from the design
limitations of mechanical computing . . .
. . . such applications create a need for new types of cryptographic
systems which minimize the necessity of secure key distribution . . .
. . . theoretical developments in information theory and computer
science show promise of providing provably secure cryptosystems,
changing this ancient art into a science.”

– W. Diffie and M. Hellman, IEEE IT, vol. 22, no. 6, Nov. 1976.

(figures from Wikipedia)
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Diffie and Hellman: New Directions in Cryptography
(reference only)

In their seminal paper “New Directions in Cryptography”, Diffie and
Hellman suggest to split Bob’s secret key k to two parts:

• kE , to be used for encrypting messages to Bob.

• kD, to be used for decrypting messages by Bob.

• kE can be made public and be used by everybody.

This is public key cryptography, or asymmetric cryptography.

Diffie and Hellman suggested the notion of PKC, but had no concrete
implementation.

Public key cryptography is surely not very intuitive at first sight.

However, we will not elaborate on it further. We refer the interested
parties to the elective course in foundations of modern cryptography.
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Diffie and Hellman: Public Exchange of Keys

Diffie and Hellman also proposed public exchange of keys.

Here, they did have a concrete implementation, based on the discrete
logarithm problem.
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Public Exchange of Keys

• Two parties, Alice and Bob, do not share any secret information.

• They execute a protocol, at the end of which both derive the
same shared, secret key.

• Shared, secret key is kA,B (used both for encryption and
decryption in a classical crypto system).

• A computationally bounded eavesdropper, Eve, who overhears all
communication, cannot obtain the secret key or any new
information about it.

• We assume Eve is passive (only listens).
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Implementing Public Exchange of Keys, a High Level View

• All parties (Alice, Bob, and Eve) have access to the protocol, to
c (the length of arguments), to specific publicly known data, c,
and to h (typically a function from n bit strings to n, which has
an O(n) bits long description).

• Alice picks at random an n bit string, a, computes h(a, c). and
sends it.

• Bob picks at random an n bit string, b, computes h(b, c). and
sends it.

• Alice now holds a, c, and h(b, c).

• Bob now holds b, c, and h(a, c).

• Eve now holds c, h(a, c) and h(b, c).
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Public Exchange of Keys, a High Level View, cont.

• Alice now holds a, c, and h(b, c).

• Bob now holds b, c, and h(a, c).

• Eve now holds c, h(a, c) and h(b, c).

• We seek a mechanism that:
I Lets Alice generate a random looking z from a, c, h(b, c).
I Lets Bob generate a same z from b, c, h(a, c).
I Yet Eve cannot generate z from c, h(a, c), h(b, c).

• Such function h must be one way, namely
I Given x, c, computing h(x, c) is computationally easy.
I Given c, h(x, c), computing x is computationally infeasible.
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Public Exchange of Keys: A Solid Metaphore

(Image from Dr. Seuss’ Cat in the Hat.)
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Efficiency of Finding Large Prime Pairs

• We seek a prime 2n−2 < q < 2n−1 such that p = 2q + 1 is also a
prime†.

I We can verify primality of a candidate by the randomized
primality testing.

I By the prime number theorem, after O(n) random selections (on
average), we will hit a prime q in the range 2n−2 < q < 2n−1.

I Using a heuristic argument about independence of primes’
locations, it will take O(n2) attempts to hit such pair
q, p = 2q + 1.

• We will not analyze the expected complexity, though.

†explaining why we seek such pairs requires some group theory and is out of
CS1001.py scope.
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Finding Large Prime Pairs in Practice

The function find prime pair(start) looks for such pairs
incrementally, starting with, ahhm, start. It takes a noticeable
amount of time, but is doable for start≈ 1000.

• For q = 21000 + 94065, both q and p are primes.

• For q = 21023 + 828933, both q and p are primes.
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Discrete Log modulo p and One Way Functions

• Let q, p = 2q + 1 be two large prime (say 1024 bits for p).

• Let g be a random integer in the range 1 < g < p− 1.

• Let x = gi mod p for some 1 ≤ i < p− 1.

• Modular exponentiation can be done in O(log32 p) bit operations.

• The inverse operation,
x = gi mod p 7→ i (called discrete log) is believed to be
computationally hard.

• We say that the mapping i−→gi mod p is a one way function.

• This is a computational notion. With unbounded (or even just
exponential) resources, one can invert this function (compute
discrete log).
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Diffie and Hellman Key Exchange

• Public parameters: Two large primes q, p = 2q + 1 (1023, 1024
bits, correspondingly, say) and a random element g in in the
range 1 < g < p− 1.

• Alice chooses at random an integer a from the interval [2..p− 2].
She sends x = ga (mod p) to Bob (over the insecure channel).

• Bob chooses at random an integer b from the interval [2..p− 2].
He sends y = gb (mod p) to Alice (over the insecure channel).

• Alice, holding a, computes ya = (gb)a = gba (mod p).

• Bob, holding b, computes xb = (ga)b = gba (mod p).

• Now both have the shared secret, gba (mod p).

• An eavesdropper cannot infer the key, gba (mod p) after seeing
“only” p, g, x = ga (mod p) and y = gb (mod p)
(under the assumption that discrete log is intractable).

• We have just witnessed a small miracle !
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Diffie and Hellman Key Exchange: Code (Centralized)

import random

def DH_exchange(p):

""" generates a shared DH key """

g=random.randint(1,p-1)

a=random.randint(1,p-1)

b=random.randint(1,p-1)

x=pow(g,a,p)

y=pow(g,b,p)

key_A=pow(y,a,p)

key_B=pow(x,b,p)

return key_A ,key_B ,key_A -key_B

>>> p=next_prime (2**100)[0]

>>> DH_exchange(p)

(390778622850295791415028132083 ,390778622850295791415028132083 , 0)

>>> DH_exchange(p)

(956946119707876705351335434701 ,956946119707876705351335434701 , 0)

>>> DH_exchange(p)

(856833746014156665481596706011 ,856833746014156665481596706011 , 0)
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Modular Exponentiation: Clarifications

During a past lecture, questions about the order of exponentiation
and mod p operations were raised.

Well, all the following hold

I ((a mod p) + (b mod p)) mod p = (a+ b) mod p.

I ((a mod p) · (b mod p)) mod p = (a · b) mod p.

I (ga mod p)b mod p = (ga)b mod p.

In fact, all these mod p operations are best viewed in the context of
the finite field Z∗p . But not being familiar with (mathematical)
groups or fields, we have to think anew about mod p each time.
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Diffie and Hellman – Final Remarks

• Recall that the length of the prime p in bits is dlog2 pe.
• Computation time for exchanging the key is O(log32 p) bit

operations.

• DH key exchange is at most as secure as discrete log.

• Formal equivalence between DH (Diffie-Hellman key
distribution) and DL (discrete logarithm problem) has never
been proved, though some partial results are known.

• Over the last 36 years there were many attempts to crack the
scheme. None succeeded, and DH key exchange (with an
appropriately large prime p, e.g. 1024 bits) is considered secure.

• U.S. Patent 4,200,770, now expired, describes the algorithm and
credits Hellman, Diffie, and Merkle as inventors.

• And the three of them have joined the Hall of Fame.
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Classical Encryption and Diffie Hellman

1. Two parties – Alice and Bob.
2. Reliable communication line.
3. Encryption algorithm, E.
4. Decryption algorithm, D.
5. Shared, secret key: The shared key xa = yb (mod p) generated

by the Diffie Hellman protocol is used as kA,B in a classical,
secret key crypto system (for both decryption and encryption).

6. Comment: To learn how kA,B is employed in a classical, secret
key crypto system, we refer you to the elective crypto course.

7. We did not explain or exemplify how classical crypto works.
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